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The Future of Medical Imaging

ÁBy James H. Thrall, M.D.
ÁThe essence of medical imaging lies in understanding the 

relationship between patterns of energy emanating from tissues 
and the underlying stateðhealthy or diseasedðof those tissues

ÁFrom Radiographs to Parametric Imaging
ÅPhysics was the dominant scientific basis of radiology

ÅThe scale of measurement has been extended from centimeters and 
millimeters to encompass micrometers and nanometers

Ådevelopments are moving radiology into the age of molecular medicine 
and genomics.

Á Images as DataðDerivation of Additional Parameters
ÅDigital images are more than pictures; they are sources of data that 

contain important information not qualitatively perceptible by human 
observers.

ÅHundreds of secondarily derived parameters can be extracted from 
image data sets by advanced computational methods, such as analysis 
of tumor textures
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The Future of Medical Imaging

ÁRadiation Dose Reduction and Phase Contrast 
Imaging
ÅImprovements in X-ray based imaging in the next decade will 

result in reductions of radiation doses to the point where the 
issue will no longer be of discussion or concern.

ÅPhase contrast X-ray imaging is likely to be the next new 
imaging method to be explored clinically.

ÁInformation and Communication Systems
Åmaking access to data and distribution of information faster and 

more efficient

ÅMobile and wearable media will accelerate these trends

ÅBiometric and/or wearable patient identification 
ïautomated patient identification

ÅDirect patient access to information will democratize the medical 
record; 
ïall physicians, including radiologists need to learn how to craft reports 

that convey necessary information without unduly alarming patients and 
be mindful that many patients are not medically literate

ïThese are unsolved challenges today Ą Structure Report Service
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The Future of Medical Imaging

ÁBig Data, Data Mining and Value Creation
ÅNow in the era of ñbig data,ò radiology will continue to lead in 

mining and mobilizing data

ÅDecision support (DS) systems for referring physicians will be 
built into the work process for computerized physician order 
entry (CPOE). 

ÅReal-time data-mining during the reporting process will be 
used to help avoid errorsðfor example, checking consistent 
use of right versus left and comparing terms used in the body 
of the report versus the impression.

ÅStandardized nomenclature based on imaging ontologies 
such as BIRADSÊ and RADLEXÊ and structured reporting 
will facilitate data-mining for many applications

ÅRadiology subgroups and the specialty more generally must 
work together to agree on unambiguous standardized 
nomenclatures to avoid confusing referring physicians and 
each other
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The Future of Medical Imaging

ÁImaging in the Era of Precision (Personalized) 
Medicine
Åmore precise subgroups of patients with similar 

characteristics who have similar prognoses and are 
likely to benefit from the same therapies

ÅConceptually, the radiology report is an enumeration of 
the imaging biomarker and, as such, constitutes an 
imaging phenotypeò at that point in time

ÁChallenges and Opportunities
ÅFuture developments will certainly entail vastly 

increased complexity in imaging technology and 
radiology practice, and the increased educational 
activities those advancements will require

ÅWe will see radiation dose continue to drop and 
utilization of imaging services become more efficient
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The Future of Medical Imaging
ÁIncreasing Cloudiness ð Cloud-Based 

Platforms May Forecast the Future of 
Image Sharing
ÁRadiology Today Magazine - By Beth W. 

Orenstein

ÁPhysicians also have put exams and reports on 
CDs and given them to patients to take to their 
medical appointments for treatment or second 
opinions

ÁlifeIMAGE, a company in cloud-based image 
exchange.
ÅIntroduced in the past six years

ÁCarestream introduced its Web-based image-
sharing portal, MyVue, at RSNA 2012
ÅHouston Medical Imaging

ïusing CarestreamôsMyVue for about one year

ï40,000 imaging exams per year
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Security Challenges

ÁMedical Device Development Magazine
ÁEarlier this year, a German hospital was the target of 

ransomware
Åa type of malware that makes data inaccessible to its rightful 

owner

Áhospital was attacked by a virus: 200 servers and all 
connected systems had to be shut down

ÁñRecent Results in Computer Security for Medical 
Devicesò
ÁImplantable Medical Devices (IMDs)

ÁThe Stuxnet worm
ÅIs the most widely known example of a computer worm 

capable of destroying real-world systems, but it is not the 
only one.
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Security Challenges
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Security Challenges
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ÁDatabases coming from

ÁFarmington, Mo, (48,000 patients) - $100,000

ÁThe central/midwest states (210,000 patients) -

$205,000

ÁGeorgia (397,000 patients) - $411,000

Álarge insurance healthcare organization in the United 

States" (9.3 million) - $500,000

Á0day [attack] within the RDP protocol



What We Need

ÁCloud-Base Platforms

ÁBig Data, Data Mining and Value Creation

ÅStructure Report

ÁShare Images

ÁDirect patient access

ÁLayered Security
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PicomCloud

ÁScImage, Inc

ÁSince 1993

ÁSomething for Everyone

ÁComplete diagnostic reading and reporting

ÁOrder driven workflow

ÁImport exams into your PACS from anywhere

ÁZero-footprint exam upload from anywhere

ÁSecure & Trusted

ÁSecure image forwarding / sharing with other sites

ÁConnect Anywhere

ÁTransfer Patient Exams

ÁCloud ECG
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itMD

ÁSince 2012

ÁFounded by:

ÁPhysicians

ÁExperts in software engineering and image management

ÁShare medical images online

ÁClaim Study

ÁInstant access to medical images

ÁWorks for

Á Institutions

ÁPhysicians

ÁPatients
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itMD
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Dicom Grid

Á Founded in 2006 in USA

Á It has 22 full-time employees and 80 customers

Á Focused on medical image exchange and mobile viewing industries

ÁHIPAA privacy laws

ÁPlatform for the distribution of medical imaging data
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Traditional PACS vs. Cloud PACS
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Traditional PACS vs. Cloud PACS

ÁHow it Works

ÁTraditional PACS

ÅLocal storage solutions

ÅServer connects directly to an array of hard drives.

ÁCloud PACS

ÅA cloud-based storage solution

ïOffsite, Online method

ÅAuthorized users can access data

ïAnytime

ïAnywhere
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Traditional PACS vs. Cloud PACS

ÁStorage
ÁTraditional PACS

ÅOnsite hardware and software

ÅOwnership over the infrastructure. 

ÅFull responsibility to operate and maintain the PACS

ÁCloud PACS

ÅVirtual storage

ÅMaintains at an offsite location

ÅAccessing data via the internet

ÅCloud storage is easily scalable

ÅDynamic provisioning
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Traditional PACS vs. Cloud PACS

ÁAccess
ÁTraditional PACS

ÅAccess by logging into the server

ÅThe computer or work station must have the PACS software 

and access to the server

Ålimited workstations dedicated to the PAC system

ÅIt limits where data can be accessed. 

ÁCloud PACS

ÅAccess by logging into a secure PACS application over the 

Internet

ÅAnyone with proper access rights can access PACS data 

from anywhere with an Internet

ÅThis enables physicians to work remotely and allows for the 

quick and easy transfer of patient data during referrals. 
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Traditional PACS vs. Cloud PACS

ÁDisaster Recovery

ÁTraditional PACS
ïRequire significant management and expense.

ïVarious offline media, such as tapes, DVDs, hard drives, or other 

removable devices

ïStore media to an offsite storage location

ïA lot of work effort and the potential for longer downtimes.

ïASP for onsite storage

ÁCloud PACS
ïVirtualization provides automated disaster recovery at no additional 

cost

ïSoftwares and hardwares are replicated

ïAbility to rapidly restore systems

20



Traditional PACS vs. Cloud PACS

ÁCost

ÁTraditional PACS
ïHigher initial costs

ïImplementation and maintenance of the entire storage 

infrastructure. 

ïThe average monthly costs tend to be lower. 

ÁCloud PACS
ïSave money on both capital and operating expenditures

ïConsolidate multi-vendor storage resources into one 

single pool of storage, which saves in storage costs

ïMaintenance and repair costs are significantly lower

ïPay-as-You-Go. 
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Traditional PACS vs. Cloud PACS

ÁSecurity

ÁTraditional PACS
ïImplementing and managing the security of all the files, 

images, and information

ïMeet or exceed HIPAA requirements

ïProper user access rights and ensure that all data is 

securely encrypted.

ÁCloud PACS
ïEnsure that the cloud provider has appropriate security 

measures

ïThe client should carefully review the SLAs and consider 

requesting a security audit.

ïAll data in transit must be encrypted (SSL, HTTPS)
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Traditional PACS vs. Cloud PACS

ÁBenefits

ÁTraditional PAC

ÅOffline access

ÅTotal ownership and control 

ÁCloud PACS

ÅImproved collaboration process

ÅImage sharing in real-time

ÅAnytime, anywhere access

ÅBuilt-in disaster recovery 
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Traditional PACS vs. Cloud PACS

ÁChallenges

ÁTraditional PAC

ÅOperation is dependent on maintaining storage 

volume and ensuring data redundancy. 

ÁCloud PACS

ÅAccessibility is dependent on the Internet 

bandwidth and the volume of images. 

24



Cloud Computing Infrastructure

ÁVirtualization

ÁProcessing Network

ÁWeb 2.0
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Cloud Computing Layers

ÁClient

ÁApplication

ÁPlatform

ÁInfrastructure

ÁServer
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What is ñSecurityò

ÁDictionary.com says:
Á1. Freedom from risk or danger; safety.

Á2. Freedom from doubt, anxiety, or fear; confidence.

Á3. Something that gives or assures safety, as:
Å1. A group or department of private guards: Call building 

security if a visitor acts suspicious.

Å2. Measures adopted by a government to prevent espionage, 
sabotage, or attack.

Å3. Measures adopted, as by a business or homeowner, to 
prevent a crime such as burglary or assault: Security was lax 
at the firm's smaller plant.

éetc.
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Why do we need security

Data

Integrity

Ensure data is not altered or 

destroyed 
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